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Setting up a WebRT'C softphone in QueueMetrics

QueueMetrics
WebRTC Softphone

The following guide details how to set up QueueMetrics’ WebRTC softphone.
For the scope of this tutorial we will be working with the FreePBX distro “FreePBX 13.0.190.19”
that runs “Asterisk 13.14.0".

Prerequisites

All you need is a running version of FreePBX distro and a QueueMetrics installation or a
QueueMetrics Live instance.

If using a normal QueueMetrics installation, please make sure that you have HTTPS access to it.

Configuring FreePBX

We start by creating an extension and a user linked to it.

Login in the FreePBX administration page and go to:

1 Copyright ©Loway 2017 - www.loway.ch



Applications -> Extensions -> Add extension -> Add new Chan_SIP extension

There we enter the data we want for our extension and linked user.

Add SIP Extension

General Voicemail Find Me/Follow Me Advanced Other

= Add Extension

This device uses CHAN_SIP technology listening on Port 5060 (UDP)

User Extension @ 3000
Display Name & John Doe
Outbound CID 3000
secret @ 3000
Really Weak
= Language
Language Code © Default

= User Manager Settings

Link to a Default User @ Create New User

Username @ Use Custom Username
Password For New User & 3000

Groups @ AllUsers %

»  Submit Rese

Click on Submit and then Apply Config to finalize the extension creation.

We then need to enable WebRTC for this extension so we click on the edit symbol under Actions
and we go to the Advanced tab.

Here we need to set the following options:
Transport must be set to All - WSS Primary
Enable AVPF must be set to yes

Enable ICE Support must be set to yes
Enable DTLS must be set to yes

Click On Submit then on Apply Config

Transport © All - WSS Primary

Enable AVPF & No Yes

Force AVP © m Yes

Enable ICE Support © No Yes

Enable Encryption © m Yes (SRTP only)
Video Support & No Yes m

call Grouns @

Now we need to go to Admin — User Management to enable WebRTC for this user.
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Click on the Edit Symbol under Action then go to the UCP tab.
From there we go to the WebRTC tab and set Enable WebRTC Phone to yes.

We click on Submit then Apply Config.

Edit User
Login Details User Details FreePBX Administration GUI Contact Manager Fax Rest AP VEN uce XMPP
© Whatis UCP
General Miscellaneous Call History Call Event Logging Endpoint Manager Presence State System Admin Voicemail WebRTC

Enable WebRTC Phone @ Yes No Inherit

Now we need to Enable the TLS mini-HTTP server to allow HTTPS connections to Asterisk.
Go to Settings = Advanced Settings

and set Enable TLS for the mini-HTTP Server to yes.

= Asterisk Builtin mini-HTTP server

Enable Static Content & Yes “

Enable the mini-HTTP Server ©
Enable TLS for the mini-HTTP Server@ =
HTTP Bind Address @

HTTP Bind Port @ 8088

HTTP Prefix @
HTTPS Bind Address &

HTTPS Bind Port & 8089

HTTPS TLS Certificate Location@ = /etc/asterisk/keys/integration/certificate.pem

HTTPS TLS Private Key Location @ Ietc/asterisk/keys/integration/webserver.key

session Inactivity @ 30000

session Keep Alive & 15000

Session Limit & 100

The only thing left to do is to create a Self-Signed Certificate to pair with our WebRTC extension.

we go toAdmin — Certificate Management - New Certificate = Generate Self-Signed
Certificate

A Security Warning
Details
(What Does this Mean?)

Add New Certificate

Host Name ©

WebRTC
Description © WebRTd]
Certificate Authority @ kevinca @

After we generate the certificate we set it as the Default Certificate by clicking on the Default
Column.
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This will ensure that the extension and the user both use the correct certificate. If you don't
want to set this certificate as a default certificate, you can either use your previous default
certificate or change all the reference to the new self-signed certificate from the advanced
settings of the extension and the WebRTC tab in the User Settings.

This is all for the FreePBX setup, now we will take a look at the QueueMetrics setup.

Configuring QueueMetrics

To Create and agent, linked to the Asterisk Extension we created earlier, go to Edit Agents —
Create New.

We call the agent Agent/3000 and fill in the Agent Description field as we please. We then fill the
following fields:

WebPhone Username with the username we previously set (in this case 3000).
WebPhone Password with the password we previously set (in this case 3000).

WebPhone Realm with the address of our FreePBX machine. (in this case 10.10.5.164).
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Agent Detail

Asterisk agent code: Agent/3000
E.g.: Agent/101

Agent description: 3000
Asterisk aliases: 3000

Server - v
Agent location: - v
Agent group: - v
VNC moenitoring URL: Test

Current terminal:

Instant messenger address: Test
WebPhone Username: 3000

WebPhone Password: 3000

WebPhone Realm: 10.10.5.164

WebPhone SIP Uri:

Supervisor: - v
Agent Keys:

Payroll Code:

Created By

Last Update

We click on Save then go back to the Homepage.
Now we need to create a User for Agent/3000, so we go to Edit Users — Create New.

We set the Login field to 3000, the Password to 3000 and we set the Class field to AGENTS.

5 Copyright ©Loway 2017 - www.loway.ch



User Detail

User Id:

Login: Agent/3000

Password: 3000

Real name: John Doe

Enabled: Yes v
E-mail:

Masterkey: No v
Class: AGENTS v
User keys:

& A

Number of logons:
Last logon:
Comment:

Token:

Created By

Last Update

Save | Back | Mew | Clone | Delete

We click on Save and we go back to the homepage.

The last thing we need to do is set three parameters in the configuration properties file. We go
to Edit System Parameters and append the following to the end of the file.

default.sipaddress=10.10.5.164
default.websocketurl=wss://10.10.5.164:8089/ws

default.rtcWebBreaker=true

Using the correct IP address for our FreePBX machine. Then we Save our file.
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Now we're good to go! We log out of our QueueMetrics Administrator Account and we login as
Agent/3000.

QueueMetrics @ vourLogo

User Logon

Login: |Agent/3000
Password; |+
Language: | English

Login»

Welcome to system kevin_webrtc. Please log in.
‘—y

From the Widget Menu we select Soft Phone and here is our WebRTC client.

=- QueueMetrics @ sohnboe 1]

call center solution

- O@am

QueueMetrics References

For more information about QueueMetrics call center solution please refer to the User Manual.

Visit www.queuemetrics.com for a 30 days full featured trial.
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http://www.queuemetrics.com/
http://manuals.loway.ch/QM_UserManual-chunked/
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