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BBepeHue

HaumHas ¢ QueueMetrics 19.04, QueueMetrics npegnaraet ctabunbHbin codpTdhoH WebRTC Ha ocHose
ounbnunotekn JsSIP. 3ToT codhThoH MOXET Ucnonb3oBaTbcs areHTamu Yyepe3 QueueMetrics Realtime Agent
Page (cTpaHuua areHTa B pearlbHOM BPEMEHW), UK CynepBu3opammn 1 agMuHucTpartopamm Yepes Wallboard
Page (cTpaHuuy MHMOpMaLNOHHOW NaHenn).

Ota HoBad hyHKLMSA NO3BONSAET areHTam paboTtatb 6e3 dmanyeckoro TenedoHa, a cynepsm3opbl MOryT
OTCNeXunBaTb 3BOHKM B pexnme peanbHoro spemeHu, He nokmagasa Wallboard Page.

B atom pykoBoacTBe Mbl NporiAeM BCe Lwaru, HeobxoanmMble ANS HACTPOVKM M HaYana Mcnofb30BaHus
codpThoHa.

MPUMEYAHWME. 3T1o pykoBoacTBO nNpegHasHaveHo anst QueueMetrics 19.04. Ecnu y Bac 6onee ctapas Bepcus
QueueMetrics, paccMoTpuTE BO3MOXHOCTb OOHOBMEHWS 0O TEKYLLEro BbiMyCKa.

QueueMetrics

QueueMetrics - aTo MacwTabnpyembii HABOP MHCTPYMEHTOB ANt MOHUTOPUHIA U OTYETHOCTU, KOTOPbIN
YLOOBMNETBOPSET NOTPEOHOCTUN ThICAY KOHTAKT-LEHTPOB MO BCEMY MUPY, U NpeanaraeT LWAPOKUIA CNEKTP
WHTErPUPOBAHHbIX (PYHKLUWIA, TaKMX, KaK MOHUTOPUHI NPOU3BOANTENIBHOCTU areHTOB, KOHTPOSb LiENeBbIX
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rokasarenen, OTCrneXxunBaHne KOHBEPCUI, aHanm3 CTaTUCTUKN KaMnaHuM B peanbHOM BPEMEHN, U NPOCTON B
ncnonb3oBaHun nHTepdenc. OH 4OCTYNEeH Kak Ha OTAENbHOM cepBepe, Tak 1 B Ka4ecTBe 06nayHoro cepsuca.

Hactpownka cocdprchpoHa QueueMetrics WebRTC
1. Hactponka QueueMetrics TLS

TexHonorns WebRTC tpebyet, utobbl QueueMetrics n Asterisk pabotanu ¢ HTTPS gnga obecnedexus
COOTBETCTBYIOLLIErO YPOBHSI 6E30MacHOCTMW.

Mo aTol NpuunHe HyxHO ybeauTbes, YTo QueueMetrics pabotaet B HTTPS.

[ns nonyyeHns NogpobHbIX MHCTPYKLUMIA Mo HacTponke QueueMetrics B HTTPS Bbl MoxeTe 0b6patutbes K
crneayroLemy pasgeny Hallero pacluMpeHHOro pykoBOACTBa MO HaCTPOMKe.

MPNUMEYAHWE. Ecnu ucnonesyetcsa FreePBX, ckopee Bcero, nopt 80 n nopT 443 yxe 3aHAThl. B aToMm cnyyae
npocTo 3ameHuTe nopTbl 80 1 443 B MHCTPYKUMK Ha 81 n 444,

2. Hactpoiika pacwumpeHuns FreePBX

NMPUMEYAHWME. B gaHHom pykoBoacTtBe mcnonb3yetcs FreePBX 14.0.3.1. JTiobasi 6onee no3gHsas Bepcus
AOImKHa paboTaTe HOpManbHO, Tak e, Kak 1 NpeabiayLume BbiNyCKW, ecrin y HUX ecTb nogaepxka WebRTC n
TLS.

YTo Hy)XHO caenaTb cenvac, 3TO co3aaTbh BHYTPEHHUIA HOMEP A5l OQHOMO M3 HALLMX areHToB. OTO NO3BONUT
areHTy 3apeructpmpoBaTbcs Ha PBX, ncnonb3ysi codcTBeHHbI codhTdhoH QueueMetrics, ¢ NOMOLLbIO fAHHOTO
BHYTPEHHEro Homepa (3KCTEHLUHA).

YUTto6bl cO3aaTh SKCTEHLUH, 3ananTe Ha cTpaHuuy agMmuHucTpaTtopa FreePBX n nepengute B Applications =>
Extensions=> Add extension =>Add new Chan_SIP extension.

3,D,er BBegeM JaHHble ONnA Hallero 3KCTeHWwHa 1 CBA3aHHOINo C HUM MNorb3oBaTen4.

HaxmuTte Submit (MoateepamnTs), a 3atem Apply Config (MpumeHnTb kKOHMMIrypaLmio), 4Tobbl 3aBepLUMTb
CO3[aHne 9KCTeHLUHa.

®A admin [ i Reports  Sertings  UCP m a &

Add 5P Extension[Z0)

General Velcomail Find Muo/Follaw Me Advanced Pin Sets Other

— Add Extension

This device uses CHAN SIP techry 60 (UDP - this is a NON STANDARD port)

User Extension ©
Display Name &
‘Outhound CID &

Secret B

= Language
Language Code &

= User Manager Settings
Select User Directory: &
Link to a Default User &
Username © Use Custom Username
Passward For New User & absoosnd

Groups © A Users K

Submit Reset

% FreePBX SANGOMA
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http://manuals.loway.ch/QM_AdvancedConfig-chunked/ch30.html

3ateM HyxHO paspewntb goctyn WebRTC k gaHHOMY 3KCTEHLUHY, MOSTOMY HaXUMaemM Ha 3HaudokK
penaktupoBaHus B pasgene Actions (denctsus) u nepexoanm Ha Bknagky Advanced (JononHUTENbHO).

34ecb HeoBXoAMMO YCTaHOBUTL criedytoLLme napameTpsbl:

Transport gomkeH ObiTb yctaHosneH B All - WSS Primary

Enable AVPF pomkeH ObiTb ycTaHOBMNEH B Yes

Force AVP pormkeH ObITb yCTaHOBMEH B Yes

Enable ICE Support gormkeH 6biTb ycTaHOBINEH B Yes

Enable rtcp Mux gomxeH 6biTb yCcTaHOBIEH B Yes

Enable Encryption gomkeH ObiTb ycTaHoBneH B Yes (SRTP only)

Haxwvunte Submit (MoaTteepanTs), 3atem Apply Config (MprMeHUTb KOHdUrypaLuio)

Celvac Heobxogumo nepenTtn Ha Bknagky Admin => User Management ansi paspewwenust goctyna WebRTC
ONs1 AaHHOro NMonb3oBaTensi.

Haxumaem Ha 3Havok pefakTupoBaHus B pasgerne Actions (Jencteusi) n nepexognm Ha Bknaaky UCP.
Otctoga nepexoamm Ha Bkrnagky Phone (Tenedor).

MPUMEYAHWE: B aTom MecTe, ecnu 310 HoBas uHctannauns FreePBX, nosisutcs cnegytollee coobLleHume:

You have no default certificates setup in Certificate Manager

*7%  admin i © i Reports  Settings  UCP - -

Edit User

Login Details User Detalls Advanced FreePBX Administration GUI Contact Manager Isymphaony Fax Rest AP VPN uce Chat

© what is UCP

General Miscellanecus Call History Call Event Logging Endpoint Manager FindmeFollow Presence State System Admin Volcemall Phone Zulu

Submit Reset Delete Submit & Send Email to User

] m ) &
% FreePBX SANGOMA
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OHO 03HayvaeT, YTO IKCTEHLUH He MOXET ncnonbdoBaTtbca WebRTC, notomy uto Tpebyetcs SSL ceptudhmkar onsi
obecneyeHna HTTPS coeanHeHns onsa aHHOro SKCTEHLHA.

YTtobbl ncnpaBuTb 3TO, €CTb ABa crnocoba:
¢ Cosgartb camonoanucaHHbein SSL ceptudukat*
¢ Kynutb SSL ceptudomkar

CospgaHue camonognuncaHHoro SSL ceptudmkara

CosgaHune cobCTBEHHOIoO camonoanMcaHHoro ceptudmkara — noaxoasiliee peLleHne, ecnn ToNbKO COeAMHEHME
C pacLUMpEeHNEM NPOUCXOONT BHYTPU CBOEN cOBCTBEHHOM ceTn. CamMonoanucaHHbIv cepTudmkar — 3To, Mo CyTH,
«camMofenbHbINy cepTudmkart, He rapaHTUpyeMbI LEHTPOM CepTUdUKaLnn.

[nsa co3gaHnsi camonognucaHHoro ceptudpmkara HyxkHo nepent B Admin => Certificate Management.

3pecb Haxnmaem Ha New Certificate => Generate Self-Signed Certificate, n BBogum cneaytoLyto nHopmauuio:
e Host name: IP-agpec Hawero FreePBX
e Description: OnucaHune ceptudukaTa

e Organization name: HanmeHoBaHne kKOMMNaHUK

®%  admin  Applcstions  Comnectivity  Dashboard  Reports  Semtings  UCP oo &
Add New Certificate
Host Name &

Description &

Organization Name &

Generate Certificate Reset

9&;)# FreePBX SANGOMA

Haxnmaem Generate Certificate onsi reHepaumm ceptudmkara.
370 BepHeT Hac Ha cTpanuuy Certificate Management, roe coenaem 3aBepluatollee AencTBue.
Ecnu B cucteme HeT Apyrmx yCTaHOBMEHHbBIX CEPTUMUKATOB, HY>KHO MEPEMECTUTb YKa3aTemnb MbIWW B MyCTYHO

Avenky nog ctonbuom Default B Tabnuue.
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B auenke 6yaet otobpaxeH cepbin cumBon Check, KOTopbIi MO3BOMUT YCTAHOBUTbL AaHHbIA CEpTUUMKAT B
kayectBe SSL ceptudmkata no ymonyaHuio Ans Ballero paclumpeHust.

HeobxoaMmo LenkHyTb Mo NyCTON A4erike, YTobbl yCTaHOBUTL AaHHbIM CepTUdMKaT Kak cepTudmkar no
YMOSYaHuo.

Certificate Description Type Defaule Action

10.105.162 My FreePBX Self Signed v &

Tenepb, Korga Mbl YCTAHOBWUMMW AaHHbIA CEPTUEUKAT NO YMOMYaHWIO AN CUCTEMbI, BEPHEMCS Ha3aj Ha BKNagKy
Phone B HacTpomkax ans nons3osatens 800.

Cenyac Mbl JOMKHbI YBUAETb, YTO NosiBUNca napameTp Enable Phone, KOTOPbIV HY>KHO yCTaHOBUTb B yes.

W admin 2 7l Reports  Settings  UCP m a &
Edit User
Login Details User Details. Advanced FreePBX Administration GUI Contact Manager iSymphony Fax Rest API VPN uce Chat
9 Whatis UCP =
General Miscellaneous call History Call Event Logging Endpaint Manager FindmeFollow Presence State System Admin Woicemall Phone Zulu
Enable Phone & m No | Inherit
Submit Reset Delete Submit & Send Emaill to User
- . =
" &
W/ FreePBX SANGOMA

n yctaHoBuTb Enable WebRTC Phone B yes, 3atem Haxmute Submit (MogteBepanTs), a 3atem Apply Config
(MpvMeHnTL KOHMUIypaLumio).

3aTeM HyXHO BEPHYTbCS Hasag K HacTporkam pacwmpenus B Applications => Extensions => Edit
Extension(ukoHka kapaHgaw crnpasa) => Advanced, n ycTaHOBUTb

* Enable DTLS B yes

HaxmuTe Submit (Moateepauts), 3atem Apply Config (MprMeHnTs KOHUIypaLuuio), u nepengnte K
crnepytowemy pasgeny.

MPUMEYAHWE: Ecnu HeobxoamMmMo MMNOpTUPOBaTh ASNCTBYOLLNIA CePTUEUKAT BMECTO CO30aHNS
CaMOnoAnucaHHoro ceptudmkara, Hy)kHo HaxaTb Ha napameTp Upload Certificate, pacnonoxeHHein nog New
Certificate B Certificate Management, n cnegosaTb pacnonoXeHHON TaM MHCTPyKUmKn. He 3abyaste caenatb
YCTaHOBIEHHbIN cepTUduKaT cepTudrnkaTtoM No yMONYaHUIo Mo 3aBepLUEHMIO UMMNopTa.
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KoHdurypuposaHune QueueMetrics

[ns co3paHus noboro areHTa, nogkntodaemoro k Asterisk Extension, cosgaHHoMy paHee, nepexogum Ha Edit
Agents -> Create New.

BeisbiBaem areHta Agent/800, n 3anonHsem none Agent Description, kak xoTum. 3atem 3anonHsem crnegyrowme
nons:

* WebPhone Username — nms nonb3oBarensi, KOTopoe paHee ycTaHoBunm (B gaHHoMm npumepe 800).
* WebPhone Password - napornb, KOTOpbIN paHee ycTaHoBUM (B 4aHHOM npumepe ab800800).

* WebPhone Realm - agpec cepsepa FreePBX (B naHHom npumepe 10.10.5.162).

Agent Detail

Asterisk agent code: Agent/800

Agent description: WebRTC 800

Asterisk aliases:

eparate multiple aliases

Server - T
Agent location: - T
Agent group: - v
WNC monitoring URL: Test

Current terminal:

Instant messenger address: Test )
WebPhone Username: 800

WebPhone Password: abB800800

WebPhone Realm: |10.10.5.162]

WebPhaone SIP Uri:

Supervisor: - v
Agent Keys:

Payroll Code:

External Reference ID:

Created By

Last Update

Sewe, Back’ I\ew’ Clc-ref Deetel

Copyright ©Loway 2019 - all rights reserved - www.loway.ch



Haxvnmaem Save, 3atem nepexoamm Hasaz Ha rMaBHYH CTpaHuLy.
Tenepb HeobxoaMmo co3aath nonb3oBatenst Ansg Agent/800, noatomy nepexoamm B Edit Users -> Create New.

YcraHaenueaem B none Login - 800, Password - 800, n yctaHaBsnueaem B none Class — AGENTS.

User Detail

User Id:
Login: agent/8o0
Password: wes

Confirm Password: s

Real name: WebRTC 800

Enabled: Yes A
E-mail:

Masterkey: No v
Class: AGENTS A
User keys:

& 3

Number of logons:
Last logon:
Comment:

Token:

Created By

Last Update

Save || Back | New | Clone | Delete

Loway

Haxumaem Save, 1 BO3BpaLLaeMcsi Hasag Ha rmaBHY CTpaHuLy.

MocnegHee, 4TO HEOOXOAUMO CAenaTh — YCTaHOBUTbL OAUH NapaMeTp Ha cTpaHuue Explore System Parameters.
MpokpyTuTe CTpaHuLy BHU3 OO0 KOHLA, Noka He yBuanTe crneayowwmi napametp: Web Socket URL for the
connection.

Heobxogumo nponuncartb crieaywuiee 3Ha4eHne:
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wss://10.10.5.164:8089/ws

Wcnonb3ynte npasuneHbiv IP-agpec ans cepsepa FreePBX. 3atem Haxumaem Save.

Agent Page Softphone Settings
Maximurm interval in seconds between WebSocket reconnection

attemps. Default value is 30. 30

Minimum interval in seconds between WebSocket reconnection
attemps. Default value is 2. 2

Time (in seconds) after which an incoming call is rejected if not
answered. Default value is 60. 30

List of ICE Servers to use.

‘Web Socket URL for the connection. wss-/110.10.5.162 808w

Save | Back |

MocnegHwi war, KOTOPbIN HYXXHO caenatb - 406aBUTb MCKoYeHne 6esonacHocTn B Bpaysep ans WebSocket,
KOTOPbIA Mbl CKOHUIYPUPOBArW.

MPUMEYAHWE: gaHHbIM LWar Heobxoamm, TOMbKO eCriv UCMONb3YeTcs caMonoanuMcaHHbIn cepTudurkar.

[na atoro BeiiamTe n3 QueueMetrics n nepenanTe no cnegytowemy url:

https://10.10.5.162:8089/
roe 10.10.5.162 gormkeH 6bITb 3amMeHeH BalimM agpecom PBX. 310 BbI3oBET npeaynpexaeHne 6e3onacHoCcTv ot

Ballero Gpaysepa (BO3MOXHO), Npu 3TOM HEOOXOAMMO MPUHATL NpepynpexaeHne, u OobaBuTb afpec Kak
McKntoYeHne 6e3onacHocTu.
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A

Your connection is not private

Attackers might be trying to steal your information from 10.10.5.162 (for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

::l Help improve Safe Browsing by sending some system information and page content to Goagle.

Privacy policy

Advanced Back to safety

Kak Tonbko Bbl caenaete 3TO, Bbl JOSMKHbI yBuAeTb ownbky Not Found. 3To HOpmMamnbHO, U O3Ha4aeT, vTo
McKItodYeHne 0obaBneHo KOPPEKTHO.

Cenyuac Bce caenaHo xopoluo! BepHemcsi k cTpaHuue Bxoga QueueMetrics, n Bongem kak Agent/800.
M3 Widget Menu Bbibepem Soft Phone, u 3gecb Haxogntcest Haw knueHT WebRTC.

B QueueMetrics ® webRTC 500
call center solution
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CodhtdhoH ansa nHdbopMaLMOHHOW NaHenu

HaunHas c Bepcun QueueMetrics 19.04.1, ctpaHunua Wallboard (nHdopmaumoHHas naHernbs) BKOYaeT B cebs
naHenb Softphone (codTdoHa), C TEMU XKe cambIMU (PYHKLMSIMUI, YTO U Ha CTPaHWLIE areHTa.

Mocne 3aBepLUeHus NpeablayLlero npouecca KOHUIypupoBaHust ero O4eHb FIerko HaCTPOUTb, Tak Kak Ans
3TOr0 HY>KHO BCEro ABa Lara:

* [lo6aBuTb KOPPEKTHbIN KNtoY 6e3onacHoCTV Anst Nonb3oBaTens
* YCcTaHOBUTb KOH(UrypaLmo no ymonyaHuio ans coprgoHa
[obaBneHune kntoya 6esonacHocTy Anst copTdoHa.

[na atoro Heob6xoammo nepenTn Ha ctpaHuly User Configuration, v OTKpbITb HACTPOWMKM MONb30BaTEns,
KOTOPOMY XOTUM NPefoCcTaBUTb BO3MOXHOCTb MCNOMb30BaTb COPTHOH.

3pecb Haxnmaem Ha nkoHky Wizard hat, ¢ nOMOLLbIO KOTOPOW OTKPOETCHA MEHHO KItoder 6e30MacHOCTH.
HasHayaem nonb3oBaTento CreayoLLmi KIou:

* User can use the wallboard softphone

User Detail

Handle Keys ®

| B

> Realtime reports

¥ User can see real-time stats

[l User can access the Live stats

@ User can add agents to a queue from the realtime page

l#l User can remove agents from a queue from the realtime page

# User can pause agents from the realtime page

# User can unpause agents from the realtime page

@ User can send a SMS to the agent’s phone from the realtime agent
l#l User can hangup a live call from the realtime page

™ User can transfer a call to a specific extension from the realtime page
# User can create and edit wallboards

# User can save public wallboards

¥ User can use the wallboard softphone

~ Quality Assessment

¥l User can enter Quality Assessment data

¥ User can run Quality Assessment reports

# User can delete Quality Assessment reports

[ User can edit an already submitted Quality Assessment data
¥l Can run Agent Performance Tracking -

Loway
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Mocne Toro, kak caenaem aTo, HaXXnMaeM Save 1 BO3BpaLLaeMCs Ha rMaBHY CTpPaHuLY.
HacTporika koHgurypaumm no ymonyaHuto ans coprdoHa
C rnaBHon ctpaHuupbl QueueMetrics nepexogum k Edit System Parameters, nnu k Explore System Parameters.

Ha ctpaHuue Edit System Parameters mbl MOXXeM yCTaHOBUTL CriefyoLMe CBONCTBA (C HEKOTOPbIMMA
3Ha4YeHMAMK ang npyMepa):

¢ default.wallboardphone.connection_recovery _max_interval=30
¢ default.wallboardphone.connection_recovery min_interval=2

¢ default.wallboardphone.display_name=200

¢ default.wallboardphone.no_answer_timeout=60

¢ default.wallboardphone.password=ab200200

¢ default.wallboardphone.username=200

* default.wallboardphone.server=10.10.5.181

default.wallboardphone.iceservers=stun:stun01.sipphone.com stun:stun01.sipphone.com stun:stun.fwdnet.net
¢ default.wallboardphone.websocketurl=wss://10.10.5.181:8089/ws

MPUMEYAHWE: Ha cTpaHuue Explore System Parameters MOXXHO HaiTK Kaxkablii MapamMeTp B CTPOKE Momcka
(BBEPXY CTPaAHULbI), U YCTAHOBUTbL €r0 3HAYEHNE B NOSIBMBLLEMCS OKHE BBOAA.

MPUMEYAHWE: paHHble 3HaYeHWs ByayT yCTaHOBMEHbI MO YMONMYaHWUIO Anst KaX4oro nonb3oBaTens, KoTopbii
mcnonb3yeT copTPoH Ha MHPOPMALIMOHHON NaHENW; eCnv XOTUTE YCTAaHOBUTbL MHAMBUAYAlbHbIE UMEHA
nornb3oBaTenen 1 Naponu Ans Kaxaoro nonb3oBarens, 370 AenaeTcsa U3MeHEHNeM HAaCTPOEK HEMOCPEACTBEHHO
B naHenu Softphone Settings (HacTpoKN cocbTdoHa) Ha MHGOPMALIMOHHOI NaHenu.

Mcnonb3oBaHue Wallboard Softphone (codTdoHa Ha MHOpPMaLMOHHON NaHenwn)

Mocne 3aBepLIEeHNA JaHHbIX WaroB Mbl MOXEM ﬂepeVITM Ha CTpaHuuy VIH(*)OpMaLI,VIOHHOIZ naHenu, npn 3TOM Mbl
OOJDKHbI YBUOETH ABE HOBbIE MKOHKM Ha BerHeIZ naHenu:

MkoHKka «lwecTepeHkn» OTKpbiBaeT naHenb Softphone Settings (HacTporiku codtdoHa), B KOTOpOM
nonb30oBaTenb MOXET W3MEHUTb CBOW COOCTBEHHbIE HACTPOMKW, KOTopble OyayT coxpaHeHbl Kak User
preferences (nonb3oBaTtenbckue HAaCTPONKM) AN MONb30BaTeNs, U OyayT COXPaHATLCA MEXAY CECCUSMM.
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Softphone Configuration

Username 200

Password ab200200

Register

Advanced

Server 10.10.5.181

Web Socket URL wss:if10,10.5.181:8089ws
Connection recovery max. interval 30

Connection recovery min. interval 2

No answer timeout 60

Display name 200

MkoHka «TenedoH» OTKpbIBaeT naHenb codToHa, KoTopas UCMOMb3yeTcsa Tak Xe, Kak u codpTdoH Ha Agent
Page (cTpaHuue areHTa).

o

254654879|

Ccbinku

Bonee nogpobHasa TexHuyeckas MHopMaumsa O pelleHun ansa konn-ueHTpoB QueueMetrics HaxoauTes B User
Manual.

MoceTute www.queuemetrics.com ans nonyyexusi 30-gHeBHoN GecnnaTHON TpranbHON BepCuit.

O6paTuTe BHUMaHue Ha Free Webinars c »xwvBoi gemoncTpaumen QueueMetrics.
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