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What to expect

We built an integration bridge that reads data out of Teams using its Graph API, rewrites it a format
that is compatible with QueueMetrics and sends it to our QueueMetrics Live service.

Teams
Telephony

QM Events

Queuemetrics
Live

As we use data that is made available though the Teams API, we are limited by the data that is
actually available; in particular data comes with a variable delay, usually from 15 minutes to 1+
hour, so the "real-time" pages won’t be meaningful. Data is considered "settled" only after a few
hours, and may change retrospectively even a few days after it was emitted.

On the other hand, you get:

* accurate daily statistics of taken and lost calls for queues, autoattendants, voicemail and direct
calls (most reports will be meaningful)

e caller and DNIS information

tracking of agent’s music on hold during calls

wallboards with daily counters
See chapter Your first run below for more details of what is included.
We appreciate your help in reporting any anomalies you will find.

As new APIs are deployed and the information offered through the MS Graph API improves, we’ll
improve the bridge so that new features are transparently turned on.

General notes

This document details the integration of QueueMetrics Live with an existing Teams tenant.
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Setting up

To set up a trial, you need to create an application on the Teams tenant and send us its credentials.

Creating a new app in Ms Teams

By using your tenant’s administrator’s account, go to https://portal.azure.com/ and search for "App
registrations” in the top search bar.

Click on (+) New registration

= Microsoft Azure £ Search resources, services, and docs (G+/) B T

Show portal many .t rations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

[ amLiveintegrationg 2

Supported account types

Who can use this application or access this API?
®) Accounts in this organizational directory only (trymefirst anly - Single tenant)
") Accounts in any organizational directory (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

I Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user, Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web s e.g. httpsy//example.com/auth

By proceeding, you agree to the Microsoft Platfiorm Policies -]

* Set name: QmLiveIntegration (or whatever you want)
* Select "Accounts in this organizational directory only (This account only - Single tenant)”

* Click "Register"

Once registered, you should see the app’s page that displays the app’s IDs (make a note of where
they are displayed - we’ll need them later):
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https://portal.azure.com/

Home > App registrations

@ Qmlivelntegration

I Kearch (Cmds/) |

B Overview
A Quickstart

P Integration assistant

Manage

2 Branding

D) Authentication
Certificates & secrets

I Token configuration

<& APl permissions

@ Expose an API

L App roles

& Owners

4. Roles and administratars | Preview

W Manifest

Support + Troubleshooting

b

@ Delete @ Endpoints Bl Preview features

# Essentials

Display name i Omlivelntegration Client credentials : Add a certificate or secrat
Application {clent} 1D + Tbdadicl2-o Lo 2951d6c9364 Redirect URIs ; Add a Redirect URI
Object ID : 9e5d90fe-ft 2d-1bbBbelcd458 Application 1D URI : Add an Application D URI
Directory (tenant) 1D adSE1041-0i oo S-513acdbabice Managed application in |, : QmLivelntegration

Supported account types | My organization only

ﬂ Welcome to the new and improved App registrations. Looking to learn how it's

from App v (Legacy)? Learn more

© starting June 30th, 2020 we will no longer add any new features to Azure Active Directary Authentication Library (ADALY and Azure AD Graph, We will co
technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication
and Microsoft Graph. Learn more

Get Started  Documentation

Build your application with the Microsoft identity platform

The Micrasaft identity platform is an authentication service, open-source libraries, and application management tools

Wonis cmim smmaba dancde bunsnd b 4 avsnre and membnmt AOLe amd sdd sl te foe e

Now let’s add a password; click on "Add certificate or secret" — "Client secret” — "Add new client

"
secret
Home © App mgistratrons © Omlivelntegration Add a C“Eﬂt secret %
+ QmlLivelntegration | Certificates & secrets =
: Description SomeSecrel
Sewch (Cenid+ ) W Gt feedback? Expires [2‘ onta e
B Overview Credentiats enable confidential applications 1o identify thermsolves to the suthe
scharma), For a highar leval af ssuranca, wa racommand tling a cartificats (ing
& Chuickytart
# Integration assktant 2
Certificates
Cortificates can be used as seenets 1o prove the ipplicition’s identity when regl
™ Branding
2 huthentication T Upload certificate
| Cerificates & secrets Thumbpring Start
m .
' Token configuration Mo certificates have been added for this appication
AP permissions
& Exposs an AP1
B App roles Client secrets
& Dwner A nociut string that the application uked to prove it idedntity when regueiting a
4. Roles and sdmintititon | Preview
<+ New chent secret
W Manifest
Description Ewpires Vahu
Suppert + Troubleshooting
& Troubleshooting Mo chient secrets have been created for this applcation
A Newsupport regosst Add Canenl

When done, copy the value item and store it somewhere; that’s our password.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret
Description

SomeSecret

Expires Value Secret ID

7/9/2023 P18CSak_ o wieow an-be Py 0f272030 0 o NETT1a9e9735 [ [
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The secret’s value can only be copied when it’s freshly generated; if you exit the
page, when you go back in you cannot copy the secret any more. In this happens,
simply throw it away and generate a new one.

Now go back to the app’s main page and click on "API Permissions". Then select "Microsoft Graph".

Hame © App registratsni

= Qmlivelntegration | API permissions

Crnlivelntoaration

Sagrch (T /) () Refrash 7 Got feed

B Cverview

& Cuickstan
) The “Admin consen reaui

#" integration assicant refinct thie vl in your on

Man,
. Configured permissions

i

rodle Applications sre authored to ¢
D Authantication all the permisgions the appilcati

Conificates & secrot b Add a permission " G

Token configuratan AP { Permissions name

& API permiissions wMcrosalt Geagh (1]

Expose at AP

< et Romd
B Approles
& Owrwis e "
o view and mEmdge pesmissict
& Roles and adminmtritons | Preview
HE Monifest

Support + Troubleshooting
£ Troubledhanting

& New support reguest

Microsaft APIs

Request APl permissions

Select an AP|

Commonly used Microsoft APls

Microsoft Graph

API5 iy organization uses

My APls

heoess Azure AD, Excel, Intume, Outiook/Exchange. OneDrim, Cinrhiote, Sharsfeint. Planner and moce through

\
@\ Take acfeantoge af the tremendous amount of data in Office 365, Enerpeise Mobdity « Securty, sand Windews 10

single endpoint

() Az Rights Mansgement
kS Serviems

Allgw valiatod wsers 1o rad and wite
protictad contant

Data Expart Service for

Microsoft Dynamics 265
Export datn fram hMicosaft Dynamsos
LM egarizntean 4o an external
destination

Emm

Embwed flreer inmalates and manace

/s Amurs Servies Management

Programimatc acces to much of the
Pt framality avalfabile through
e Azure potal

% Dynamics 365 Business
Central

Progremmatic dccess to data and
Fusscthamality ir Dynamncs 365 Buthiius
Central

L wntune

Proorammatic scceia o intune dats

—_—
Secute, maaneely calibin object and

data lakie viorage for witructured and
semi-stnatired data

Azure Storage

B o

Access the capandities of CRM butines
sciltware and ERP systeme

[] Dffico 365 Management APts

HAwirieve miormation about wer: admin

Now click on "Application Permissions"; then, search the permission you need and add it - a list of

grants is below.
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Request APl permissions X

C All APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?
Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

£ CallRecord-PstnCalls.Read.All
Permission Admin consent required

N CallRecord-PstnCalls (1)

CallRecord-PstnCalls.Read All ()
Read PSTN and direct routing call log data

Yes

Add permissions Discard

You need to repeat the process so that all the following permissions are present:

* CallRecord-PstnCalls.Read.All
* (allRecords.Read.All

* User.Read.All

* Directory.Read.All

When done, click on "Grant admin consent" so that the status of all permissions is "Granted", as in
the picture below.
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Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+~ Add a permission ' Grant admin consent for trymefirst

API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (5)

CallRecord-PstnCalls Read Al Application  Read PSTN and direct routing call log data Yes @ Granted for trymefirst
CallRecords Read All Application Read all call records Yes @ Granted for trymefirst
Directory. Read All Application Read directory data Yes @ Granted for trymefirst
User.Read Delegated  Signin and read user profile No @ Granted for trymefirst
User Read All Application Read all users’ full profiles Yes @ Granted for trymefirst

n Make sure that all permissions appear with their type set to "Application" as in the
picture above; if they appear as "Delegated" they won’t work correctly.

Gathering information

Now send us:

* The Application (client) ID
e The Directory (tenant) ID

* A copy of the secret
And also:

» Areference name for the tenant
* Approximately how many agents they have

e Their time-zone

So we can open an account and a receiving instance of QueueMetrics Live.

Removing the integration

You can remove the integration at any time by cancelling the app under "App registration".

If you do, please notify us so we can switch everything off on our end as well.
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Your first run

The first time you log-in, you should have the system run automatic configuration. Most of the
things that are currertly active come from the green box named "Reports". There you can find some
pre-configured reports, namely:

* Direct calls: calls that went to a Teams user, without going through a queue

Outbound: Outbound calls made by Teams users

Conferences: group calls for last week, including outbound PSTN calls by invitees to group
calls.

Voicemails left

QueueMetrics

Wallboards Realtime
Customizable wallboards for live ... Comprehensive view of Live calls

Agents and Queues
General Info

Reports News

Historical reports QueueMetrics Latest News

Queues Integrating QueueMetrics in an ActiveDirectory Domain
Quick Weekly FCR Report Should we worry about Let's Encrypt certificate expiry?
| Conferences Setting up Scheduled Reports

| Direct Calls Introducing AudioVault

| Qutbound Introducing QueueMetrics 21.04

| Voicemails left

There are also a couple of examples for queues, one that contains most relevant data blocks and
called Queues and a shorter one meant to show a streamlined view, but in order to make them
work you have to configure queues first.

Configuring queues

The basic unit of reporting in QueueMetrics is the queue. For security reasons, we ask that a queue
be explicitly configured before someone can run a report on it. This can be done automatically, and
can be repeated when you create a new queue, as soon as data from that queue is loaded.
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So, click on the "Cog" to the right; the configuration menu appears.

= ¢Pause Codes
QueueMetrics \ ) IVR Selections
s DID/DNIS Lines
Agent Skills
Known Numbers
QA Forms
CBTs
QA Performance Tracker
Edit Scheduled Jobs
Edit Report Exports

Wallboards

Customizable wallboards for live ...

Agents and Queues
General Info

System Administration

Useful tools for Sysadmins
View Audit Logs

Mysaql storage information

Edit System Para'5 "o

Explore System Parameters

Realtime

Comprehensive view of Live calls D | a g nost | cs
Database inspector

View configuration

AMI Commands

RAM caching

AMI tester

Under System Administration, select "Mysql storage information". This will show you the data set
that is currently loaded in your QM Live instance.

| Administrator

QueueMetrics \ L | ; E

HOME

Current storage info

Total number of rows in table; 932.285
Total table space: 97,3 M ( Data: 70,9 M - Indexes: 264 M )

Partition Entries N. calls From: To: Days of data: Last heartbeat:

POO1 932.285 38.416| 2021-10-1310:15 2021-11-16 11:03 34,3 days| 2021-11-16 11:03 “
AUTOCONFIGURE HIDDEN QUEUES FROM ALL PARTITIONS

Note: the "Number of Calls” shown here is meant as a rough estimate and may differ from the one actually shown by the reports.

Queue autoconfiguration

Partition Queue Activity
POO1 ag A | Created hidden queue: (Q) » ) ‘
Po0T (T e Fpe® @ Created hidden queue: (Q) ®W% »
P00 - = a Created hiddenqueue: (Q) # o0& @ 4 &

Now click on "Autocfg" and all the queues that are not configured will be created. They are created
as "hidden" queues, so they can be seen and reported upon but you cannot select them from a drop-
down menu. Maybe you don’t want to have all queues searchable, but you can "turn on" the ones
you want by going back to the "Cog" and clicking on "Queues" under "Edit QueueMetrics
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configuration".

HOME USERS QUEUES AGENTS GROUPS LOCATIONS OUTCOMES FEATURES TAGS PAUSES QA PRFTRK EXPORTS SCHEDULED JOBS

IVR CBTS DNIS SKILLS NUMS

Queues Configuration

SEARCH ‘

CREATE NEW DELETE SELECTED
Items found 536 <= Page 1 0f 18

Alias T Queue(s) Key F.P. Agents

= (Q) g » © w9 ¢ =) .
v * > v &
= (Q) 4 > 3 4 N o e
I IEWE S
= (Q) g v 4 a Y -} & &

Py Sun™> af &
= (Q) d e s » -] 7 &
AvRA « a ©

You will see that any queues that were created appear with a gray dot under "F.P.", that stands for
Front Page. If you click on the pencil icon, you can set "Shown on front page" to Yes. While you are
at it, you can change the Alias to something that is easier for you to remember.

Some queues in QueueMetrics directly map one Teams entity, but you can create what we call
"Aggregate queues", that is a queue that is actually a set of other queues. This is very handy for
reporting, for example to see all the queues that a teams cares about, or just all the queues in the
system - in fact this is so common that there is alredy an aggregate queue called 00 All that expands
to all the queues in your system.

To create an aggregate queue, you can enter a number of queue identifiers separated by the pipe
symbol, and/or you can use wildcards to match multiple queues.

Queue Detail

Queue alias: 00 All

*
Queue(s): XL
Separate with '|'

Visibility key:

Call flow: Inbound calls v

Shown on front page: Yes v
Chat aroup:

For example, in the picture above all queues starting with X_ will be matched.
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Running reports

The pre-defined reports all run on data for the last week. In order to access them, you just click on
one of the links from the "Reports" block. If you click on the title, the system will start with an
empty report, but it’s generally easier to get started with an existing report and change it as needed.

HOME

O E E <6 8
Z

Queues v | [F
r\
Last 7 Days (Since Current Time) w é)
Total calls processed: 839 (659 ans [ 180 unans)
Ratio: 78.6% ans | 21.5% unans
Queues : 00 All

ANS.DT.

The easiest thing, at least for me, is to open the default report, click on the Clone icon and create a
new one. You can have as may reports as you want. Then you can change the reporting period, the
queues, and add filters as you need them. New data blocks are available from the last icon on the
right, and are shown as a preview with actual live data.

The default reports "Queues" contains a number of statistics divided into 11 pages:

* Answered: statistics on answered calls

* Ans.Dt.: quick access to the list of answered calls

* Unanswered: details of lost calls

* Unans.Dt.: quick acces to the list of all lost calls

» IVR: IVR traversal (not always present, depends on Teams)
* Area: area code analysis - where are people calling from

* Att.: Attempts, that is, a queue trying to reach an agent. At the moment data is not yet fully
loaded from Teams.

* Day, Hr, and DOW: usage details by day, hour and day of the week. The "hour" can be easily
customized to your unit of tracking, e.g. by default it is 15 minutes but you can change it by
clicking on the "cog" icon in the report and looking for the Hourly slot parameter.

* FCR: tracks First Call resolutions, so people who called multiple times

Everything is very well documented in the QueueMetrics wuser manual -
https://www.queuemetrics.com/manual_list.jsp - but this should be enough to get started.

At the moment, we do not have agent presence information, so reports that appear

A in the manual that require agent presence - e.g. how long an agent was logged in,
or the pauses they took - will appear empty.
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Taken and Lost queues

For calls that do not really go through a queue (e.g. conferences and direct calls), we assign them to
a separate "lost" queue when they fail without connecting. This way you can still see who the caller
and destination were.

The pre-set reports for Direct Calls and Conferences already include all the separate queues for
both successful and unsuccessful calls - this means that even calls that were not connected, will
appear as if they were connected but on a virtual queue named e.g. "Direct Lost" for "Direct" calls.
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